
 Reviews  Reviews 
W

hen I read the title of this 
book, my expectation was 
that it would be about the 
applications and functions 
within the windows 

operating system. It is about that but it also 
covers a much wider spectrum. This book is 
about the range of tools that are available 
under the windows operating system that 
most of us have heard or know about, but 
that very few of us actually use, but also 
covers a range of other security and 
privacy related topics.

The book starts by dealing with the 
types of information that are collected 
about you, the ways in which it is collected, 
who collects it and what they might use it for. 
It then goes on to deal with the privacy laws 
in various parts of the world and gives some 
details on how to enable the ‘do not track’ 
function in a browser.

Next, it goes on to give in some detail, 
descriptions of the different types of attack 
that you might be subject to together with 
advice on settings and tools, both as part 
of the operating system or supplied by 
third parties, that can be used to mitigate 
the problems. It also looks at the problems 
of fake retail web sites and e-mail security 
and discusses the measures that can be 
taken to protect yourself including advice 
on how and why you might want to disable 
your location information. There is a wealth 
of good advice for on-line shopping and the 
use of social networks and in depth advice 
on steps that you can take to protect your 
children on-line.

The Windows specifi c security advice 
really starts in Chapter 3 and it is clear and 
comprehensive with excellent explanations on 
what you can do, why you should do it and how 
to do it. This is the functionality that comes 
with windows, some of which most of us have 
heard about and might be using, but other 
functionality that we may not be aware of.

There is also a good section on anonymity 
and the tools that you can use to achieve it, 
including a very detailed discussion and advice 
on the Tor and other anonymous networks and 
a good section on VPNs. There is a section 
on web privacy and how to change browser 
settings to improve privacy, which is both 
interesting and informative. It gives plenty of 
detail and examples (including screenshots) 
of how to harden Firefox. There is also a good 
explanation of anonymous payments and 
a detailed description of cryptocurrencies 
such as bitcoin and how to use it.

The last part of the book gives a good 
general description of cryptography and 
encryption and the related functions and give 
a good explanation of how to set up a key pair 
using Gpg4Win. There is then a section on 
disk encryption with bitlocker and other open 
source tools. The section fi nishes with a good 
description of steganography and the different 
ways in which information may be hidden.
Overall, an interesting book that looks at the 
issues of privacy and security in a Windows 
environment. There are good descriptions of the 
issues that may be encountered and detailed 
advice on the functionality and tools that can 
be used to create a more secure environment 
and better protect your privacy. 
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